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Abstract

In Enterprise Wi-Fi networks such as eduroam, clients typically
verify the network’s authenticity by validating the authentication
server’s certificate. To learn this certificate without relying on pre-
configuration, many operating systems rely on a non-standardized
Trust On First Use (TOFU) mechanism.

In this work, we empirically analyse how operating systems
implement TOFU, and find that they are inconsistent and flawed.
Notably, no tested client validates the certificate’s expiry of trusted
networks, and Linux lacks TOFU entirely, in practice making Linux
users less secure. A root cause of these issues is the lack of a stan-
dardized TOFU design. To remedy this, we propose design guide-
lines for TOFU, a scheme to automatically use anonymous identities
during TOFU, and a mechanism that avoids relying on TOFU alto-
gether, where mutual trust is instead established based on the user’s
password. We demonstrate the practicality of our design through an
implementation on top of Linux. During this, we patched certificate
validation flaws in Linux’s wpa_supplicant, and disclosed these
issues, resulting in our patches being accepted upstream. Evalua-
tion confirms our implementation prevents credential leakage to
rogue access points and properly enforces certificate validity.

CCS Concepts

« Networks — Wireless access networks; « Security and pri-
vacy — Mobile and wireless security.

Keywords
802.1X, WPA Enterprise, PEAP, TOFU, Linux, NetworkManager

ACM Reference Format:

Rathan Appana and Mathy Vanhoef. 2026. Secure Trust On First Use for En-
terprise Wi-Fi: Design Guidelines and Linux Implementation. In Proceedings
of the 19th ACM Conference on Security and Privacy in Wireless and Mobile
Networks (WiSec '26), June 30-July 3, 2026, Saarbriicken, Germany. ACM,
New York, NY, USA, 6 pages. https://doi.org/10.1145/3765613.3811682

1 Introduction

Enterprise Wi-Fi networks often use tunneled authentication mech-
anisms such as PEAP, EAP-TTLS, and EAP-TLS [6, 13]. All of these
rely on a TLS connection with the network’s authentication server.
To protect these authentication methods against Evil Twin (ET) at-
tacks, in which an adversary impersonates a legitimate access point,
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the server’s TLS certificate must be properly verified. In practice,
the expected certificate can be manually preconfigured or config-
ured by tools such as eduroam CAT [13]. Unfortunately, despite the
existence of such tools, many users still fail to properly configure
their devices, leaving them vulnerable to ET attacks [3, 4, 6, 12, 13].

To allow users to more easily configure the server’s certificate,
several Operating Systems (OSs) have implemented Trust-On-First-
Use (TOFU): the user approves the server certificate on first con-
nection, and the client pins it for verification on subsequent con-
nections. Because TOFU is not part of the IEEE 802.11 standard
underpinning Wi-Fi, we tested TOFU behavior across Android,
i0S, macOS, and Windows. Surprisingly, we find that subtle im-
plementation decisions can lead to security issues. For instance,
we found that none of the tested clients revalidate certificate ex-
piry on known networks, iOS and macOS prevent the network
from the common practice of rotating leaf certificates, Windows
and Android do not indicate if the Certificate Authority (CA) is
part of the system-trusted certificate store, and Android has a bug
where TOFU fails when connecting to eduroam-like networks. All
issues were disclosed to vendors, where Linux’s wpa_supplicant
has already adopted our patches to fix certificate expiry flaws. 1 2

To improve the status quo, we provide a set of guidelines to
securely deploy TOFU, and create an open-source TOFU implemen-
tation on Linux to show the practicality of our guidelines. To the
best of our knowledge, this makes us the first to implement TOFU
on Linux, which we hope will reduce the number of Linux users
who were previously vulnerable to Evil Twin attacks.

The key contributions of our work are as follows:

e An analysis of TOFU behavior across different OSs, finding
various flaws in each implementation (Section 3.2).

e Disclosure of missing certificate expiry checks in Linux’s
wpa_supplicant, Windows, Android, iOS, and macOS, a
flaw in iOS and macOS preventing rotation of leaf certificates,
and the disclosure of a bug in Android causing TOFU to fail
on eduroam-like networks (Section 3).

o Guidelines to securely implement TOFU (Section 4.2).

e An open-source TOFU implementation for Linux, based on
our guidelines, integrated into NetworkManager and evalu-
ated across six scenarios (Sections 4.3-4.4). 3

Finally, Section 5 covers related work, and Section 6 concludes.

2 Background

In this section, we provide background information to understand
802.1X authentication as used in Enterprise Wi-Fi networks [7].
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Figure 1: Overview of the WPA-2/3 Enterprise authentication
using PEAP with MS-CHAPvV2 as the inner authentication.
EAPOL is used to transfer EAP packets between the client
and AP, and RADIUS is used to transfer EAP packets between
the AP and the authentication server.

2.1 Enterprise WPA2/3 Networks

Enterprise Wi-Fi networks use the IEEE 802.1X authentication stan-
dard, which relies on Extensible Authentication Protocol (EAP) to
authenticate users over a wireless link with unique user credentials.

2.1.1 Entities Involved: Figure 1 shows an example EAP handshake
involving the client, also called the Supplicant, the Access Point
(AP) that acts as the Authenticator, and the Authentication server,
which is typically a RADIUS server that authenticates users in
phases 2) and (3) of EAP (see Figure 1).

2.1.2  Authentication Phases: The 802.1X EAP authentication pro-
ceeds in three phases, illustrated in Figure 1, using PEAP with
MSCHAPV?2 as the inner authentication method.

Phase (@: Client discovery and Association.

Upon receiving an association request from the client, the AP starts
the authentication by sending an EAP-Request/Identity message.
The client replies with their real identity or an anonymous outer
identity, e.g., anonymous@realm, in clear text, which the AP then
relays to the Authentication Server (AS).

Phase (2): Transport Layer Security (TLS) tunnel establishment.
The AS responds with a Server Hello and presents its X.509 certifi-
cate, proving its identity. The supplicant must validate this server
certificate against a trusted CA or a pinned certificate. If neither
is available, the TOFU mechanism is invoked, allowing the user
to manually inspect and confirm the presented certificate, as illus-
trated in Figure 1. Upon the successful validation, a secure TLS
tunnel is established between the supplicant and the AS. This is the
phase where TOFU operates, when the client must decide whether
to trust and store the server’s certificate for future sessions.

Phase (3): Inner authentication.

In case an authentication mechanism such as PEAP or EAP-TTLS
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is used, user credentials are securely exchanged within the pro-
tected TLS tunnel using an inner EAP method, e.g., MSCHAPv2 or
PAP. Alternatively, authentication protocols such as EAP-TLS use
certificate-based authentication within the TLS protocol itself, and
require a client certificate signed by the same CA.

Once the AS verifies the user credentials, it sends an EAP-Success
message to the client through the AP, granting network access.

2.2 Importance of Certificate Validation

If the supplicant skips certificate validation in Phase (2) in Figure 1
either because no CA is configured or because the user accepts an
untrustworthy certificate, an adversary can impersonate the AS by
running a rogue AP with the same SSID. Inside the established TLS
tunnel, the attacker can capture the MSCHAPv2 challenge-response
exchange and recover the plain-text password offline [5, 8]. EAP-
PEAP and EAP-TTLS resist this attack only when server certificate
validation is enforced [2].

In practice, validation is routinely skipped. Hue et al. found
that a majority of university configuration guides instruct users
to disable certificate checking or trust any presented server [6].
Realistic rogue AP deployments confirm that a significant portion
of clients readily connect to an impersonated network [3, 9].

3 Models and Analysis

In this section, we study the behavior and security of existing TOFU
implementations, and find them to be inconsistent and flawed.

3.1 User and Threat Models

3.1.1  User Model. In this work, we assume that users do not have
expert security knowledge, and does not have access to tools like
eduroam CAT to automatically load the configuration of the En-
terprise Wi-Fi network. For instance, users know their username
and password, but do not have Internet access, meaning they can-
not rely on such configurator tools. This implies that users will
select the Enterprise Wi-Fi network from their user interface, after
which TOFU may be used, and they can enter their username and
password.

3.1.2  Threat Model. We consider an attacker who can broadcast
a Wi-Fi network with an arbitrary SSID and present any X.509
certificate during the TLS handshake. The attacker can observe and
record all EAP traffic on the rogue AP but cannot forge certificates
signed by a CA already trusted by the client. Under this model, the
only viable path to credential theft is convincing the client to skip
or pass certificate validation before submitting credentials.

3.2 Analysis of Existing TOFU Implementations

We evaluated the TOFU implementation of four different platforms
across twelve behavioral dimensions, spanning Ul exposure, certifi-
cate validation, identity handling, and connection management (see
Table 1). Specifically, we tested TOFU on Android (Samsung S23 Ul-
tra), macOS (MBP 19), iOS (iPhone 15), and Windows (Acer Aspire 5)
during controlled experiments. Each platform was tested against the
same hostapd-based WPA-Enterprise AP using PEAP/MSCHAPv2
with a self-signed certificate infrastructure, allowing direct com-
parison of supplicant behavior at both the 802.11 and EAP layers.
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Table 1: Behavior of TOFU-supporting clients covering Android 16, macOS 15.7.1, iOS 18.7.3, and Windows 11 (see Section 3.2 for details).

UL Exp Cert  Exp Cert Outer No. of CA Cert Wrong Wrong CA AS Chain

Fields (New) (Known) D Conn Pre-trusted Detail Username Password Rotation Rotation ~ Shown

Android  Partial Rejected® Accepted Mixed 2* Not shown Partial No feedback No feedback Prompted* Silent* Partial
macOS Partial Accepted Accepted Real 1 Indicated* Full*  No feedback No feedback Prompted* Prompted Full

i0S Partial Accepted Accepted Real 1 Indicated* Full*  No feedback No feedback Prompted* Prompted Partial

Windows Partial Rejected* Accepted Real 1 Not shown Partial No feedback No feedback Rejected Rejected  Partial

Secure behavior. Insecure behavior.

Results are summarized in Table 1, where Partial and Full reflect
the completeness of information presented to the user. Certificate
decisions are denoted as Accepted or Rejected. Outer identity is
Real if the actual username is sent unencrypted, or Mixed if it
varies across connection attempts. Indicated and Not shown reflect
whether the platform shows this information to the user. Prompted
indicates a user-visible dialog is shown requiring action, and Silent
indicates the event is handled internally without notifying the
user. No feedback indicates the connection fails without any error
message shown to the user.

3.2.1 Configuration options. None of the tested platforms expose
an option to configure the anonymous outer identity. All platforms
limit manual configuration to identity and password fields only. Fur-
ther investigation did reveal that other Android phones, specifically
the Oppo K13 5G and Redmi 9 Prime, do have an advanced set-
ting to still specify an anonymous identity, indicating this behavior
depends on the specific Android OEM being used.

3.2.2  Certificate info on TOFU prompt. Android and Windows
show very minimal info, whereas macOS and iOS provide complete
certificate details. On iOS, the CA certificate is not shown.

3.2.3  Error feedback. None of the platforms provide distinct warn-
ings for expired certificates and credential errors, the connection
simply fails silently without indicating the root cause of the connec-
tion failure. The only exception is macOS, which marks the expiry
date in red, and iOS, which displays an expiry notice.

3.24  First connection. Android and Windows reject expired certifi-
cates on first use. In contrast, macOS and iOS accept them, differing
only in how the expiry is shown in the prompt.

3.2.5 Subsequent connections. All tested platforms accepted ex-
pired certificates on known networks, confirming that none re-
validate expiry after the initial trust decision. This behavior was
traced to a flaw in wpa_supplicant where validity checks are by-
passed when no CA is configured or when only an AS certificate is
pinned. We have disclosed this issue to wpa_supplicant and they
have meanwhile patched this issue.

3.2.6 Certificate rotation. Android pins the CA certificate, so it
correctly prompts on CA rotation while silently accepting AS cer-
tificate changes under the same CA. macOS and iOS prompt on
any certificate change regardless of whether it is the CA or the leaf,
preventing the common practice of frequently rotating keys [1],
which we consider a security issue. Windows neither prompts nor
reconnects, it instead silently rejects any rotated certificate, leaving
the user with no path to reconnect without manual reconfiguration.

Partial or ambiguous.

* Behavior adopted in our design.

3.2.7 Anonymous IDs. Only Android uses an anonymous identity
during initial connection to obtain the AS certificate. Specifically,
it always uses the string “anonymous” for the user identity during
the first TOFU connection. Unfortunately, we found that this may
make Android unable to join eduroam-like networks: because the
realm is missing, the user’s home authentication server cannot be
identified, causing the initial TOFU connection to fail. Subsequent
connections on Android do use the real identity or the configured
anonymous identity, depending on the specific Android version (re-
call Section 3.2.1). Other OSs do not have an option for anonymous
identities and always use the real identity when using TOFU.

3.2.8 Handshake behavior. After the user accepts the AS certificate,
Android terminates the current connection and initiates a full new
handshake. Windows, macOS, and iOS instead resume the existing
connection by replying to an EAP retransmit, revealing that the
accepted session was the initial trust establishment.

4 TOFU Design Guidelines and Linux-based
Proof-of-Concept

In this section, we present the design, operational guidelines and
design principles for implementing a secure TOFU framework.

4.1 Motivation for a Secure TOFU Framework

The findings in Section 3 show that existing TOFU implementations
are inconsistent and have subtle security flaws. We believe a core
cause is missing guidelines on how to securely implement TOFU,
and that such missing guidelines also prevent adoption of TOFU
by other OSs such as Linux. To remedy this, this section gives a set
of guidelines to securely deploy TOFU, demonstrates the feasibility
of these guidelines through a Linux-based TOFU implementation,
and evaluates our solution to various common attack scenarios.

4.2 Design Principles

Based on our findings of existing TOFU implementations, we pro-
pose the following guidelines to securely implement TOFU:

4.2.1 Configurable Trust. OSs should support TOFU as a selectable
configuration option alongside the traditional CA selection option.
This allows users to choose whether trust is derived from a precon-
figured CA or established dynamically through first use.

4.2.2  Verification Against System Trust Stores. Before prompting
the user, TOFU should verify if the extracted certificates match
the system-trusted CA store. If so, the user prompt should clearly
indicate that the certificate chain is trusted, and the prompt should
contain the domain name of the leaf certificate.
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If only the AS certificate is available, it should be validated
against system-trusted ASs. The result is shown as a disclaimer,
giving users an additional confidence.

4.2.3  Minimal Trust Prompt. TOFU should present what is needed
such as SSID, certificate Common Name (CN), AS DNS, system CA
disclaimer. Additional fields, such as issuer, expiry, and SHA-256
fingerprint, should be accessible in an expandable section.

4.2.4  Anonymous Identity Support. If the anonymous outer iden-
tity is left empty, the system should derive an anonymous identity
that still includes the realm of the user’s real username. For instance,
if given a real username such as user@realm, TOFU should use
anonymous@realm for the outer identity, preventing real usernames
from appearing in plain text during Phase (D) in Figure 1, while still
informing the network of the user’s home realm. Users should be
able to modify this default anonymous identity so they can override
it, and optionally always use the real identity, if the network does
not support anonymous identities.

4.2.5 Trust Anchor. On acceptance, the top-level CA certificate
should be pinned along with the domain name of the leaf certificate.
This allows networks to rotate the leaf server’s key, without trigger-
ing new TOFU prompts on the client, which is nowadays a growing
alternative to certificate revocation [1]. If only a leaf certificate is
available, its fingerprint is pinned. On every subsequent connection,
the presented certificate is verified against the stored entry.

4.2.6 Certificate changes. When the top-level CA certificate is
pinned, along with the leaf certificate’s domain name, then changes
in the leaf certificate should be accepted as long as the domain
name stays the same. This enables short-lived certificates [1]. Al-
ternatively, if the pinned certificate changes, a new TOFU prompt
should be shown, where the user is warned that this may be due to
changes in the network configuration or due to an ongoing attack.

4.2.7 Expiry Checks. After pinning a certificate, the OS should
check certificate expiry in all connections. If a certificate has expired,
the user should be prompted before continuing authentication.

4.2.8 Granular Errors. If the connection fails, the OS should clearly
indicate why, e.g., whether the certificate was expired, whether the
username was incorrect, or whether the password is likely incorrect.

4.2.9 Auto-Trusting Certificates. If the client is configured to use
PEAP with EAP-PWD as inner authentication, it can use the first
connection to authenticate and pin the server certificate without
user interaction. During this initial connection, the client creates
the TLS tunnel without yet verifying the server’s certificate. It then
sends its real identity in this tunnel and completes the EAP-PWD
exchange. Although the TLS tunnel has not yet been authenticated,
running EAP-PWD in this manner is safe because it is a Password
Authenticated Key Exchange (PAKE) that does not leak passwords,
assuming the code is side-channel safe [11]. Additionally, EAP-
PWD verifies the server’s authenticity using the user’s password.
Next, if the server completes PEAP using cryptobinding, we
know that the endpoints that terminate the TLS and EAP-PWD
handshakes are identical [14]. In summary, if PEAP with EAP-PWD
and cryptobinding succeeds, we are connected to the real TLS server
and can now trust the server’s certificate without user interaction.
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Figure 2: Our TOFU framework implemented on Linux. The
TOFU core logic resides in NetworkManager within the net-
work management daemon layer and interacts with user-
space GUI applications and the supplicant via D-Bus.

One downside of this auto-trust method is that, during the first
connection, the user’s identity is sent through an untrusted TLS
tunnel. Thus, preventing the leaking of the user’s identity still relies
on TOFU for the initial authentication. In contrast, bare EAP-PWD
always exposes the user’s identity, whereas our mechanism utilizing
EAP-PWD with PEAP has the advantage that in all subsequent
connections the user’s identity is encrypted.

4.3 Proof of Concept

To demonstrate the feasibility of the proposed guidelines, we im-
plemented a proof of concept within the Linux networking stack.
This section describes the architecture, core components, and oper-
ational flow of the prototype, followed by a discussion of its evalua-
tion and validation. Our goal is that this code will be upstreamed so
that all Linux users can also rely on TOFU in the future, increasing
their security in practice [3, 4, 6, 12, 13].

4.3.1 System Architecture. The TOFU logic is implemented in the
NetworkManager daemon, extending its existing certificate valida-
tion and connection management functionality. Figure 2 illustrates
our TOFU framework in the Linux stack. The framework operates
entirely in user space and consists of three layers:

User layer: User-facing applications, including gnome-shell,
network-manager-applet?, and gnome-control-center, regis-
ter themselves as certificate agents with NetworkManager via D-
Bus to present certificate prompts and relay trust decisions.

Network management daemon layer: This layer contains the
NetworkManager process, which hosts the TOFU logic. It performs
tasks such as certificate extraction from the supplicant, structural
and expiry validation checks, and verification against system-trusted
CAs. When a user trust decision is required, it invokes the Certifi-
cate Agent through D-Bus to display a prompt to the user. Based on
the user’s response, it updates the connection profile with either the
trusted CA certificate and domain, or a pinned server fingerprint
and restarts the authentication process to apply the configuration.

Supplicant daemon layer: This layer includes wpa_supplicant,

“https://github.com/rathanappana/network-manager-applet-tofu
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which handles the EAP authentication exchange. The supplicant
forwards the AS certificate chain to NetworkManager during the
TLS handshake and resumes or restarts the session based on the
notifications received from the network management daemon.

Interaction: All three layers interact using D-Bus APIs, ensur-
ing modularity and backward compatibility with supplicants and
graphical front ends. This design allows TOFU to operate entirely
at the management daemon level without modifying TLS libraries,
the EAP protocol, or the kernel networking components.

4.3.2  Operation Flow. Our TOFU behavior follows the guidelines
in Section 4.2 and operates in the architecture shown in Figure 2. In
particular, when a user connects to a WPA2/3 Enterprise network,
the AS presents its certificate chain as part of the TLS handshake.
wpa_supplicant forwards this certificate to NetworkManager, the
TOFU logic performs structural validity checks and queries the
system trust store. NetworkManager delegates the certificate details
to the agent via D-Bus for user confirmation. The agent prompts
the user, and the resulting decision is returned to NetworkManager.

On acceptance, the TOFU module updates the connection profile
by storing the CA certificate or pinning the AS fingerprint. Authenti-
cation then restarts automatically under the updated configuration.
On subsequent connections, certificates are compared against the
stored entry; only changes or expiration trigger a prompt. Rejected,
expired, or malformed certificates cause immediate termination
without user interaction. This flow realizes the TOFU model de-
scribed earlier, providing secure first-use trust and transparent
revalidation while requiring no changes to TLS or EAP semantics.

4.3.3 Implementation Details. All development was performed
within the NetworkManager daemon, which exposes the necessary
interfaces for integration with GUI applications.

Anonymous Identity Handling: When a user configures a new
enterprise network, and the anonymous identity field is left unspec-
ified, the TOFU module automatically generates an outer identity
derived from the organization domain in the user’s real identity.

D-Bus API: A new D-Bus interface, CertificateAgent, was
introduced to support communication between the TOFU core and
GUL This interface provides an entry point for user trust decisions,
ensuring consistent behavior across different GUI applications:

Agent Registration: GUI applications such as gnome-shell,
nmtui and nm-applet act as Certificate Agents. On startup,
each GUI agent registers with the Network Manager (NM)
through the Certificate Agent interface, announcing its ca-
pabilities (e.g., interactive dialog, headless support).

Agent Selection and Invocation: When a certificate valida-
tion prompt is required, NM searches through registered
agents and selects the most capable one, e.g., based on pri-
ority and session context, and sends a D-Bus message con-
taining certificate metadata. The chosen agent displays the
dialog, collects the user decision, and returns the response
via D-Bus. NM then updates the connection accordingly.

This design separates certificate decision logic from the user
interface, enabling users to easily switch between GUI front-ends.
GNOME Integration: To expose TOFU functionality to end users,
the gnome-control-center was modified to add a new option in
the network configuration dialog. The traditional No CA certificate
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Table 2: Evaluation scenarios and observed behavior.

Scenario Observed Behavior

First connection, valid chain ~ Prompt shown; CA saved on accept

AS rotation, same CA Silent connect, no prompt

CA rotation New prompt triggered

User dismisses prompt Session cleared; prompt on retry
Anonymous identity empty =~ Derived automatically

Rogue AP, expired cert Blocked before credential submission
Rogue AP, cert mismatch Warning prompt; no credentials sent
Leaf cert only (no chain) Fingerprint pinned to connection UUID
Cert trusted by system CA  Trusted disclaimer shown

eduroam, IITH, KU Leuven ~ Prompt on first use; silent on reconnect

required check box was replaced with a TOFU option, enforcing
safe fallback behavior. When this option is selected, the TOFU
module becomes responsible for certificate handling and valida-
tion throughout the connection life cycle. This design eliminates
insecure configurations that silently bypass certificate verification.

4.4 Evaluation

We evaluated our TOFU implementation in two settings: a simulated
enterprise Wi-Fi environment using the mac80211_hwsim kernel
module and on three real networks. The simulated testbed included
alegitimate and a rogue AP configured for EAP-PEAP (MSCHAPv2).
All experiments were performed on Ubuntu 24.04.1 LTS with modi-
fied NetworkManager 1.57.4-dev and wpa_supplicant 2.10 on Linux
kernel 6.17.0. network-manager-applet acted as the certificate
agent and displayed the TOFU prompt shown in Figure 3.

In all tested scenarios (see Table 2), TOFU behaved as specified
by the design principles: untrusted certificates triggered a prompt,
while previously trusted certificates connected silently. Since the
accepted CA certificate is stored rather than the leaf, legitimate
AS certificate rotations under the same CA were handled trans-
parently without re-prompting the user. The framework blocked
authentication to rogue APs in all mismatch and expiry scenarios
before any credentials were submitted, confirming that ET attacks
are mitigated. On real networks, the prototype connected correctly
to eduroam, IITH, and KU Leuven, prompting on first use and
reconnecting silently on subsequent connections. Overall, the eval-
uation confirms that the prototype provides secure first-use trust
and persistent certificate validation without requiring manual CA
setup.

{‘ Verify Wi-Fi Certificate x

| Is this Network Trusted?

Network Name: eduroam
Certificate Name: GEANT TLS RSA 1
DNS (URL): eduroam lan.kth.se
The server certificate is not trusted by the system’s CA bundle. Please verify the
certificate carefully.

H Disclaimer:
| ~advanced Details
Issuer: HARICA TLS RSA Root CA 2021
Organization: Hellenic Academic and Research Institutions CA
Expires On: Sat 31 Dec 2039 11:14:59 AM UTC
SHA-256 Fingerprint: 5B678DC44095A52895B63B31F27227F4B36C3E347491BF2BFAG91837A5FBBC79

f

No, Don't Connect Yes, I trust this certificate. Connect

Figure 3: The TOFU prompt in our prototype.
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Figure 3 shows the trust prompt displayed during initial connec-
tion. The dialog presents the network SSID, certificate name, server
DNS, and a disclaimer indicating whether the certificate is verifi-
able by the system CA bundle. Additional details such as issuer,
organization, expiry date, and SHA-256 fingerprint are accessible
via an expandable “Advanced Details” section, keeping the primary
interface minimal for non-expert users. The user can either “Trust”
the certificate to proceed or “Reject” to abort the connection.

4.5 Limitations

An inherent limitation of TOFU is that it remains vulnerable to
first-use attacks. If the adversary is present at the moment the
user first connects, and the user accepts the rogue certificate, trust
is established incorrectly. This is a fundamental property of any
TOFU scheme and not specific to our implementation. A second
limitation of our work is that our implementation was evaluated
in a simulated environment, with one additional validation in a
real enterprise deployment. In particular, institutions that explic-
itly disallow anonymous outer identities require users to provide
a real identity during Phase (D of Figure 1, which our current im-
plementation does not handle automatically. Third and finally, the
current design has no revocation mechanism, and instead relies
on the authentication server to frequently rotate keys, which is an
increasingly common alternative to explicit key revocation [1].

5 Related Work

Most of the previous studies focused on understanding the client-
side certificate validation behavior and TOFU mechanisms imple-
mented by different OSs. Hue et al. conducted a comprehensive
measurement study across 7000 institutions, where they designed a
framework to evaluate supplicant configuration security, analyzed
the user interfaces and achievable configurations of major OSs, and
examined configuration guides, eduroam CAT profiles, and backend
TLS setups to reveal systemic weaknesses in client-side certificate
validation and authentication server configuration [6]. Wang et al.
systematically assessed certificate validation user interfaces in com-
mon WPA supplicants and found that Android, Windows, macOS,
and iOS differ in how they implement TOFU. They also found issues
regarding the acceptance of expired certificates or failure to bind
trust to a specific domain [12]. Bartoli et al. conducted a survey
with 1000 users on how they connect to enterprise networks, re-
viewed around 310 guidelines, and concluded that a large number
of configurations have security issues [4].

Perkovi¢ et al. conducted tests on privacy aspects of WPA2 enter-
prise networks for two months, during which 87% of users could be
deanonymized, because the real user identity is sent in plaintext or
because the client did not perform certificate validation [10]. Wu et
al. investigated enterprise Wi-Fi configurators designed to simplify
configuration setups and protect against ET attacks. Their analysis
revealed that 2 open-source Android configurators failed to enforce
proper certificate validation, leaving them vulnerable to stealthy ET
attacks [13]. Their work also motivated our effort to define a secure
and uniform TOFU model. Finally, Appana et al. conducted ET tests
at a university and found that 1 in 5 devices were vulnerable to
leaking their credentials, and mentioned the need for TOFU design
guidelines and an implementation in Linux [3].

Rathan Appana and Mathy Vanhoef

To the best of our knowledge, this is the first work to define
security guidelines for correct TOFU behavior and to demonstrate
an open-source implementation within the Linux networking stack.

6 Conclusion

At first sight, implementing TOFU for Enterprise Wi-Fi networks
seems straightforward. However, we have shown that implement-
ing TOFU involves surprisingly many subtle design decisions that
impact security. For instance, macOS, iOS, and Windows’ decision
to also pin the AS certificate prevents certificate rotation, which
nowadays is a recommended practice to mitigate compromised
keys. Additionally, Android and Windows do not show whether the
CA is already part of the system-trusted CA store, and Android does
not show the certificate’s domain, further reducing security. More
troubling, Android, Windows, macOS, and iOS all accept expired
certificates when connecting to a known network. We believe a root
cause of these issues is that TOFU is not a standardized solution,
meaning there are no guidelines on how to properly implement it.

To address this, we proposed guidelines to securely implement
TOFU. Additionally, we propose better anonymous identities and a
mechanism that, depending on the network setup, can automatically
trust the network’s certificate. We demonstrated the practicality
of these guidelines through a proof-of-concept implementation on
Linux and tested it on real networks. Finally, we open-source our
code to facilitate its inclusion in Linux distributions.
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