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» Post-Quantum PAKEs in IEEE 802.11: issues encountered
» Towards Multi-Password PAKEs in IEEE 802.11
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IEEE 802.11 is looking for a PQC-PAKE!

» The IEEE 802.11 wants to have a PQC-PAKE [&El]
» As we saw this morning, there are a lot of PQC-PAKEs
> Which one should 802.11 pick?

» |deally the winner of a competition. But there is none...

» Alternatively, a standardized one. But there is none...

» Alternatively, one from another widely-used protocol? There’s none...

» Alternatively, one that is currently being standardized...
» That only leaves one option: CPaceOQUAKE

» So far, all discussions in 802.11 involved this protocol



https://www.ieee802.org/11/Reports/tgbt_update.htm
https://cic.iacr.org/p/3/2/3
https://datatracker.ietf.org/doc/draft-vos-cfrg-pqpake/00/

CPaceOQUAKE (4-message variant)

K;, Yy = CPace.Respond(pw, Yy)
st,, Mg = OQUAKE.Init(KDF(pw, K;))

st1, Y, = CPace.Init(pw) ]

(@]
— qg Msg1(Y,)

Vv

( \, Msg2(Yp, Mp) /g
K; = CPace.Finish(st,, Yg) A \2
K, ct = OQUAKE.Respond(KDF (pw, K;), Mg) Msg3(ct,tag,)

K = KDF(pw, K;, K,, transcript) <3> >

\ J
|\/|SQ4(tagB) K, = OQUAKE.Finish(st,, Ct.)
4) K = KDF(pw, K3, K,, transcript)
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CPaceOQUAKE (4-message variant)

e

(SL.YA = CPace.Init(nw) ] (

Hybrid sequential construction ?Eﬁﬁ?&
o S
based on [HR24] and [LL24]

T \
\/ Msg2(Yp, Mg) ))
K; = CPace.Finish(st,, Yg) A \2

K,,ct = OQUAKE.RespondKDF (pw, K;)\ Mg) N Msg3(ct, tag,)
K = KDF(pw, K;, K5, transcript) <3 0 )

V
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CPaceOQUAKE (4-message variant)
=) (

st,, Mg ™= UUUARE. DT (W, K;))

— Msg1(Y,) _
1 CPace: see previous talk?

( They cite CPace CFRG draft.
. <
K,, ct = OQUAKE.Respond(KDF (pw, K,), Mp) N Msg3(ct, tag,)

K = KDF(pw, K;, K,, transcript) <3 0 ) >

N\

K = KDF(pw, K4, K, transcript)

Msg4(tagB) d K, = OQUAKE.Finish(st,, ct) ]
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CPaceOQUAKE (4-message variant)

st1, Y, = CPace.Init(pw) ]

<D Msg1(Y,)

\

OQUAKE.Respond(!

K = KDFr{(pw, K1, K, Transcrip

» Similar to TEMPO: split ML-KEM key
into p and polynomial coefficients

» Difference with TEMPQO? Uses
Kemeleon to encode the polynomial
coefficients into a random bitstring

N

J
|\/|894(tagB) K, OQUAKE.Finish({t,, Ct.)
4) K = KDF(pw, K3, K,, transcript)




CPaceOQUAKE (4-message variant)

—
. Pick random yj
Pick random y, Y, =y, - Gen(pw)
Yo = ya - Gen(pw) Kop = 75 -,
sk, pk = ML—KEM.KeyGen

2
Msg1 (YA) upk, p = Kemeleon.Enc(pk)
1 s,T = Feistel(H(Kcp,pw), upk)

Kep=v, Y \/ MSQZ(YB, s, T, p) /g
< \

upk = Feistel”*(H(K¢:p,pw), s, T)

Msg3(et ag,)
k, ct = ML-KEM.Encaps (pk) <3>
tag, = HMAC(H (k), message_transcript)

Msg4(tagB) k = ML-KEM.Decaps(sk, ct) |
< 4) tags = HMAC(H (k), message_transcript)
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Background: ML-KEM public keys

Public ML-KEM key is a set of k polynomials:
» Each polynomial has n = 256 coefficients
» Each coefficient € Z,,

» Where g = 3329
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CPaceOQUAKE uses Kemeleon Encoding

High-level idea:
» Encode all the coefficients into a single number r

» Add random value to “fill” the space between the maximum
value of the number r and the next power of two

» Send the resulting number

- Not perfect random uniform, but within statistical distance of
2~t from uniform, where t is a security parameter
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Input: poly coefficients a

Kemeleon encoding Output: bitstring number r

r=20
b = 2996 # ceil(n*log2(q))
t=76 # stat. distanc =~ © liform and byte-aiigned
_ Each a; is secret: use constant-
for i from 1 to n:

time multiplication.

returnr +m - q"
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Input: poly coefficients a

Kemeleon encoding Output: bitstring number r

r=20
b = 2996 # ceil(n*log2(q))
t =76 # stat. distance from uniform and byte-aligned

for i from 1 to n;:

| T is secret & large denominator
makes division expensive...

returnr +m:- q
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Input: poly coefficients a

Kemeleon encoding: tweaked Output: bitstring number r

r=0,t=76,b=2996

for i from 1 to n:
r=r+q" 1. q
ifr<s:M=k This is faster & now easier to

else: M =k — 1 do in constant time ©

m = rand(0, M)
returnr +m-q"
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Input: poly coefficients a

Kemeleon encoding: tweaked Output: bitstring number r

r=0,t=76,b=2996

. 2b+t
= 2]
s = 2Pt mod g

for i from 1 to n:
r=r+q"1-q

ifr<s:M=%k

elseeM =k —1

Technically this leaks: rand() may use
returnr +m- q’ rejection sampling with M secret...
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Input: poly coefficients a

Kemeleon encoding: tweaked Output: bitstring number r

r=0,t=76,b=2996

. 2b+t
o= { /q"‘
s = 2°*t mod g™

for i from 1 to n:
r=r+q~!-q

ifr < s:m =rand(0,k)
else:m = rand(0,k — 1)

returnr + m-q"
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Input: poly coefficients a

Kemeleon encoding: final Output: bitstring number r

r=0,t=76,b=2996

. 2b+t
ke = { /q"‘
s = 2Pt mod g™
for i from 1 to n:

r=r+q~1-q

m, = rand(0, k)

m, =rand(0,k — 1)

m = constant—time—select(r < s,my,m,)
returnr +m-q"
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Kemeleon decoding

r=r%q"

for i from 1 to n:
a; =17r%q
T:lr/qj

return a
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Kemeleon decoding

for i from 1 to n:

a, =r % q
r = lr/qJ
return a

Ensure constant-time division, since numerators are secret
» q is public: use reciprocal & multiplications/shifts
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For editorial reasons in the draft RFC, CPaceOQUAKE now
makes the client initiate both CPace and OQUAKE

Done to cleanly separate CPace and OQUAKE in the draft
Including key confirmation, this means 5 messages...

This causes discussions in IEEE 802.11: several feel it's now
essential to move to 5-message variant as well...

But from a security perspective, this is not needed!
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Including CPaceOQUAKE into IEEE 802.117

Including CPaceOQUAKE into IEEE 802.11 faces obstacles:
» ldeally, 802.11 doesn’t define its own crypto primitives
» But CPaceOQUAKE is not yet an RFC and/or in a stable state

> And the above issues:
» Use 4 or 5 messages?
» How to ensure Kemeleon in constant-time in practice?

> Want to help review latest IEEE 802.11 submissions
» Ask ChatGPT to extract the crypto operations only © (high thinking)
» Or contact me ©
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Multi-Password PAKES
(for IEEE 802.11)



Introduction: Multiple WPAZ2 passwords

A single network name but multiple passwords

» Use case: guests get a different password
» Devices connect to same network, but are put in different VLANSs

» Use case: all users or devices get a different password
» Infer identity from used password, can again have different VLANs
» Revoke/change individual passwords, e.g., hotels, employees,...
» Malicious insider can’t create rogue clone of the network
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Multi-password WPAZ2 in practice

Implemented by practically all vendors!

» Possible because the AP can do an ‘on-the-fly dictionary
attack’ against WPA2 when receiving the first client reply

» Downside: network-side must loop through all passwords

» Not possible with WPA3 since its security is (now) better

» How to do this? Post-quantum follow-up from last year:
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Core idea is polynomial interpolation - CPace case
Yp1 /
Yp2
&/
>
H(pw,) H(pw,) \/

» Encode elliptic curve points using Elligator Squared or similar.
» Send poly coefficients to the client. Client recovers Yy ;.

25



Core idea is polynomial interpolation - OQUAKE

&/
>
H(pw,) H(pw,) \/

» Use Kemeleon to encode ML-KEM key as random bitstring

» To prevent attacks like TEMPO, probably need to use one
rho over all ML-KEM keys, and send rho separately
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Hybrid Multi-PW PAKE

st1, Y, = CPace.Init(pw)

s

CL Msg1(¥,)
D,

)4

\_

For all passwords i :
K ;, Yg; = CPace.Respond(pw;, Yy)
points; += (H(pw;), Yp,)

poly. = interpolate(points,)

27



Hybrid Multi-PW PAKE

st1, Y, = CPace.Init(pw)

p
For all passwords i :

K ;, Yg; = CPace.Respond(pw;, Yy)

points; += (H(pw;), Ys:)

sty ;, Mg ; = OQUAKE.Init (KDF(pwl-, Ku))

points, += (H(pw;), Kemeleon.Enc(Mjg;))
poly. = interpolate(points,)

poly, = interpolate(points, )

CL Msg1(¥,)
D,

)4

\_
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Hybrid Multi-PW PAKE

st1, Y, = CPace.Init(pw)

1 Msg1(Yy)

s

)4

\_

For all passwords i :
K ;, Yg; = CPace.Respond(pw;, Yy)
points; += (H(pw;), Ys:)
sty ;, Mg ; = OQUAKE.Init (KDF(le-, Ku))
points, += (H(pw;), Kemeleon.Enc(Mjg;))
poly. = interpolate(points,)
poly, = interpolate(points, )

Y, = poly.(H(pw))

K; = CPace.Finish(st,, Y5)

N\

MsgZ2(poly,, poly,)

AN\

@
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Hybrid Multi-PW PAKE

st1, Y, = CPace.Init(pw)

Msg1(Yy)

p
For all passwords i :

K ;, Yg; = CPace.Respond(pw;, Yy)
points; += (H(pw;), Ys:)
sty ;, Mg ; = OQUAKE.Init (KDF(le-, Ku))
points, += (H(pw;), Kemeleon.Enc(Mjg;))
poly. = interpolate(points,)
poly, = interpolate(points, )

)4

\_

Y5 = poly.(H(pw))
Mg = polyq (H(pw))
K; = CPace.Finish(st,, Y5)

K,,ct = OQUAKE.Respond(KDF (pw, K;), Mg)

N\

MsgZ2(poly,, poly,)

AN\

@

30



Hybrid Multi-PW PAKE

st1, Y, = CPace.Init(pw)

Msg1(Yy)

s

)4

\_

For all passwords i :
K ;, Yg; = CPace.Respond(pw;, Yy)
points; += (H(pw;), Ys:)
sty ;, Mg ; = OQUAKE.Init (KDF(le-, Ku))
points, += (H(pw;), Kemeleon.Enc(Mjg;))
poly. = interpolate(points,)
poly, = interpolate(points, )

Y5 = poly.(H(pw))
Mg = polyq (H(pw))
K; = CPace.Finish(st,, Y5)

K = KDF(pw, K;, K,, transcript)
\

K,,ct = OQUAKE.Respond(KDF (pw, K;), Mg)

B Msg2(poly,, poly,) -
< (2
N Msg3(ct, tag,)

3 >
)
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Hybrid Multi-PW PAKE ( )

For all passwords i :
K ;, Yg; = CPace.Respond(pw;, Yy)
= points. += (H(pw;), Y3,)

points; += (H(pwi), Kemeleon.Enc(MB,i))

poly. = interpolate(points,)
MSQ1 (YA) poly, = interpolate(points, )

\_

N\

Yp = poly.(H(pw)) < Msg2(polye, polyq) f2>
Mg = poly, (H(pw)) h

sty, Y, = CPace.Init(pw) Sty,i, Mg, = OQUAKE.Init (KDF (pw;, K1 ;) é

K, = CPace.Finish(stq, Yg) N Msg3(ct, tag,)
K,, ct = 0QUAKE.Respond(KDF (pw, K,), M) (3) >
K = KDF(pw, K;, K,, transcript)
L
J I\/Isg4(tagB) Loop over passwords, check tag,

4 )] On match, calculate tag tagp




Notes + security

» This is currently still in the brainstorm phase — may have flaws

» Can broadcast CPace polynomials to all clients at once
» Can even be sent outside the handshake...
» ...this makes supporting many passwords more feasible
» Note: on password change, all CPace messages must be regenerated

But is it secure? Hopefully.
» Looking for collaboration on design / security proof ©
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Conclusion

Post-quantum PAKEs:
» We need standardized ones! CPaceOQUAKE is promising.
» Want to help IEEE 802.117 You can always message me.

Multi-password post-quantum PAKEs:

» Hybrid construction looks feasible at first sight...
» ...needs more research, help on security proof welcome!

34
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